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(54) Personal communication system and communication method thereof for performing a 
subscriber authenticating process 



(57) Trie present invention is a personal communi- 
cation system and the communication method. Accord- 
ing to the present invention, the subscriber 
authenticating process is performed by extracting at 
least one type of physical features (such as voiceprint. 



fingerprint, physiognomy, and/or holograph) of the user 
as user's physical information. The extracted physical 
data is collated with data registered in the subscriber 
database. 
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Description 

Background of the Invention 

1 . Field of the Invention s 

[0001] The present invention relates to a personal 
communication system and a personal communication 
method for performing a subscriber authenticating proc- 
ess with a terminal side function for extracting a features 10 
of user's physical information (such as voiceprint, fin- 
gerprint, physiognomy, or holograph) and converting the 
extracted information into data and a network side func- 
tion for collating the extracted data with data registered 
in a subscriber database. is 

2. Description of the Related Art 

[0002] tn a conventional mobile communication 
system, a subscriber is ordinarily authenticated using a 20 
terminal unit. Thus, if such a terminal is stolen, the sys- 
tem is illegally used. Consequently, the reliability and 
safety of the security are low. 

[0003] In a new type personal communication sys- 
tem that has been proposed in a recent year, a sub- 25 
saber thereof can receive and transmit a call with a 
subscriber number assigned to the subscriber regard- 
less of the location thereof. Since such a new system is 
more convenient than the conventional mobile commu- 
nication system, the new system should have higher 30 
security than the conventional system. To do that, it is 
necessary to authenticate both the terminal unit and the 
subscriber. 

[0004] In another example of personal communica- 
tion system that has been proposed, the network side 35 
has a database that correlates subscriber numbers with 
physical terminal numbers and mutually converts a sub- 
scrtoer number into a physical terminal number or vice 
versa. 

[0005] In the system, a subscriber is authenticated 40 
with an ID and a password that are input. Thus, the 
database is updated. In this case, if the security is 
improved, the authenticating operation performed by 
the subscriber becomes complicated. In addition, the 
subscriber may forget his or her password. Moreover, 45 
the password may be stolen. Thus, the reliability and 
safety of the security in the system is not high. 
[0006] In a further example of personal communica- 
tion system, an IC card that stores subscriber informa- 
tion such as a subscriber number is inserted into a 50 
terminal unit, in this system, the subscriber is authenti- 
cated by comparing the subscriber information stored in 
the IC card with data stored in a subscriber database on 
the network side. In this system, as with the conven- 
tional mobile communication system, the subscriber ss 
does not need to perform the authenticating operation. 
However, if the IC card is stolen, the system is illegally 
used. Thus, the security of the system is low. 



285 A1 2 

[0007] In such a conventional mobile communica- 
tion system and such a conventional personal commu- 
nication system, the subscriber's authenticating 
operation is required to be traded off with the security. 
Thus, when the authenticating operation is simplified, 
the reliability and safety of the security are degraded. 

Summary of the Invention 

[0008] The present invention is made from the 
above-described point of view. An object of the present 
invention is to provide a personal communication sys- 
tem and a communication method thereof that allow a 
subscriber of the system to be authenticated with high 
security and simple subscriber's operation. 
[0009] A first aspect of the present invention is a 
personal communication system, comprising a sub- 
scriber terminal unit for transmitting user's physical 
information, a subscriber exchange for receiving the 
user's physical information as a signal message, and a 
home memory for collating data stored therein with the 
received user's physical information and determining 
whether or not the user of the subscriber terminal unit is 
a valid subscriber of the personal communication sys- 
tem. 

[0010] The subscriber terminal unit may have an 
user's physical information input unit tor sampling the 
users physical information such as voiceprint finger- 
print physiognomy, or holograph that is input by the 
user, and a feature extracting means for extracting a 
feature parameter that sufficiently represents the fea- 
ture of the user from the sampled data. The subscriber 
exchange may have a signal message transmitting and 
receiving means for transmitting and receiving a signal 
message between the subscriber terminal unit and the 
home memory. The home memory may have a sub- 
scriber database for storing data of all subscribers of 
the personal communication system, and a collating 
and determining means for collating the feature param- 
eter with data stored in the subscriber database in a 
manner corresponding to the type of the user's physical 
information and a feature extracting algorithm and cal- 
culating the similarity of the feature parameter and the 
data stored in the subscriber database. 
[001 1 ] An encrypting and decrypting means may be 
disposed between the subscriber terminal unit and the 
subscriber exchange. The encrypting and decrypting 
means encrypts and decrypts a signal message trans- 
mitted and received therebetween. 
[0012] The data for all the subscribers may be a 
subscriber number and the user's physical information 
of each of the subscribers. 

[0013] When the similarity exceeds a predeter- 
mined threshold value, the collating and determining 
means may determine that the user of the subscriber 
terminal unit is a valid subscriber of the personal com- 
munication system. When the similarity does not 
exceed the predetermined threshold value, the collating 
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and determining means may determine that the user of 
the subscriber terminal unit is not a valid subscriber of 
the personal communication system. 
[0014] When the user of the subscriber terminal 
unit is a valid subscriber as the determined resuH of the 
collating and determining process of the collating and 
determining means, the subscriber exchange may 
cause the state of the subscriber terminal unit to transit 
from a suspend state to a standby state and an in-serv- 
ice state. 

[0015] After the subscriber terminal unit has been 
transited to the standby state and the in-service state, 
when the term of validity of the subscriber terminal unit 
is expired, the subscriber exchange may cause the sub- 
scriber terminal unit to transit to the suspend state. 
[0016] A plurality of user's physical information 
input units may be disposed corresponding to the 
number of types of the user's physical information. The 
collating and determining means may weight feature 
parameters with different weighting coefficients and 
compares the sum of the weighted feature parameters 
with a predetermined threshold value. 
[001 7] The subscriber exchange may set an opera- 
tion parameter and an algorithm to the feature extract- 
ing means corresponding to the type of the subscriber 
terminal unit and the place at which the subscriber ter- 
minal unit is used. 

[0018] The operation parameter and the algorithm 
may be set corresponding to a feature parameter evalu- 
ated against test data. 

[0019] The feature extracting means may perform 
an adding and averaging process for a plurality of sam- 
ples of the user's physical information so as to cancel a 
noise component from the user's physical information. 
[0020] A plurality of subscriber exchanges for 
receiving user's physical information may be disposed. 
Signal messages may be transmitted and received 
between the plurality of subscriber exchanges through a 
gateway exchange. 

[0021] The subscriber database may store a log of 
authentication history of the subscriber. When the sub- 
scriber authenticating process has failed successively a 
predetermined number of times, the subscriber 
exchange may prohibit the subscriber terminal unit from 
being used. 

[0022] When the subscriber authentication state of 
the subscriber terminal unit is in a suspend state, the 
subscriber exchange may allow the subscriber terminal 
unit to originate an emergency call. 
[0023] A second aspect of the present invention is a 
personal communication method, comprising the steps 
of (a) transmitting user's physical information, (b) 
receiving the user's physical information as a signal 
message, and (c) collating data stored therein with the 
received user's physical information and determining 
whether or not the user of the subscriber terminal unit is 
a valid subscrber of the personal communication 
method. 



[0024] Step (a) may contain the step of (d) sampling 
the user's physical information such as voiceprint fin- 
gerprint, physiognomy, or holograph that is input by the 
user, and (e) extracting a feature parameter that suffi- 

5 cientJy represents the feature of the user from the sam- 
pled data. Step (c) may contain the step of (f) storing 
data of all subscribers, and (g) collating the feature 
parameter with data stored at step (f) in a manner corre- 
sponding to the type of the user's physical information 

10 and a feature extracting algorithm and calculating the 
similarity of the feature parameter and the data stored at 
step (0- 

[0025] Each of step (a) and step (b) may contain the 
step of encrypting and decrypting a signal message 

is transmitted and received at step (a) and step (b). 

[0026] The data for all the subscribers at step (f) 
may be a subscriber number and the user's physical 
information of each of the subscribers. 
[0027] Step (e) may contain the steps of when the 

20 similarity exceeds a predetermined threshold value, 
determining that the user is a valid subscriber, and 
when the similarity does not exceed the predetermined 
threshold value, determining that the user is not a valid 
subscriber. 

25 [0028] Step (b) may contain the step of (h) when the 
user is a valid subscriber, causing a suspend state at 
step (a) to be transited to a standby state and an in- 
service state. 

[0029] Step (h) may contain the step of (i) after tran- 
30 sited to the standby state and the in-service state at 
step (a), when the term of validity of step (a) is expired, 
causing the state at step (a) to be transited to the sus- 
pend state. 

[0030] Step (d) may have a plurality of sampling 

35 steps corresponding to the number of types of the 
user's physical information. Step (e) may contain the 
step of weighting feature parameters with different 
weighting coefficients and comparing the sum of the 
weighted feature parameters with a predetermined 

40 threshold value. 

[0031] Step (d) may contain the step of (j) when 
extracting the feature parameter, setting an operation 
parameter and an algorithm corresponding to the type 
of step (a) and the place at which step (a) is performed. 

4s [0032] Step 0) may contain the step of setting the 
operation parameter and the algorithm corresponding to 
a feature parameter evaluated against test data. 
[0033] Step (g) may contain the step of performing 
an adding and averaging process for a plurality of sam- 

60 pies of the user's physical information so as to cancel a 
noise component from the user's physical information. 
[0034] Step (b) may contain the step of transmitting 
and receiving a signal message between a plurality of 
subscriber for receiving user's physical information 

55 through a gateway exchanga 

[0035] Step (c) or each of step (f) and step (g) may 
contain the step of storing a log of authentication history 
of the subscriber and when the subscriber authenticat- 
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ing process has failed successively a predetermined 
number of times, prohibiting step (a) from being per- 
formed. 

[0036] Step (i) may contain the step of when the 
subscriber authentication state at step (a) is in a sus- 
pend state, allowing an emergency call to be originated 
at step (a). 

[0037] In the personal communication system and 
the communication method thereof according to the 
present invention, the subscriber's authenticating proc- 
ess of the personal communication system is performed 
by extracting a feature of a user as user's physical infor- 
mation (voiceprint, fingerprint, physiognomy, or holo- 
graph) and collating the user's physical information with 
data registered in the subscriber database. 
[0038] These and other objects, features and 
advantages of the present invention will become more 
apparent in light of the following detailed description of 
a best mode embodiment thereof, as illustrated in the 
accompanying drawings. 

Brief Description of Drawings 

[0039] 

Fig. 1 is a block diagram showing the structure of a 
personal communication system according to an 
embodiment of the present invention; 
Fig. 2 is a block diagram showing the detailed struc- 
ture of a subscriber terminal unit, a subscriber 
exchange, and a home memory of the personal 
communication system shown in Fig. 1 ; 
Fig. 3 is a sequence diagram for explaining an oper- 
ation of the personal communication system shown 
in Fig. 1; 

Fig. 4 is a sequence diagram for explaining an oper- 
ation of the personal communication system shown 
in Fig. 1; 

Fig. 5 is a sequence diagram for explaining an oper- 
ation of the personal communication system shown 
in Fig. 1; 

Fig. 6 is a sequence diagram for explaining an oper- 
ation of the personal communication system shown 
in Fig. 1; 

Fig. 7 is a sequence diagram for explaining an oper- 
ation of the personal communication system shown 
in Fig. 1; 

Fig. 8 is a sequence diagram for explaining an oper- 
ation of the personal communication system shown 
in Fig. 1; 

Fig. 9 is a sequence diagram for explaining an oper- 
ation of the personal communication system shown 
in Fig. 1; 

Fig. 10 is a block diagram showing the structure of 
a personal communication system according to 
another embodiment of the present invention; and 
Fig. 1 1 is a sequence diagram for explaining an 
operation of the personal communication system 



shown in Fig. 10. 
Description of Preferred Embodiments 

s [0040] Next, with reference to the accompanying 
drawings, embodiments of the present invention will be 
described. 

(First Embodiment) 

10 

[0041] Fig. 1 is a block diagram showing the struc- 
ture of a personal communication system according to 
the present invention. Fig. 2 is a block diagram showing 
the detailed structure of a subscriber terminal unit, a 

is subscriber exchange, and a home memory of the per- 
sonal communication system shown in Fig. 1 . Figs. 3 to 
6 are sequence diagrams for explaining an operation of 
the personal communication system shown in Fig. 1. 
[0042] The personal communication system shown 

20 in Fig. 1 has a subscriber terminal unit 1 , a transmission 
path 6 (wireless or wired), an exchange 5. The 
exchange 5 includes a subscriber exchange 2, a home 
memory 3, and a gateway exchange 4. 
[0043] As shown in Fig. 2, the subscriber terminal 

25 unit 1 has a user's physical information input unit 1 1, a 
feature extracting portion 12, a signal message trans- 
mitting and receiving portion 13, an encrypting and 
decrypting portion 14, a transmitter and receiver 15, a 
controlling portion 16. a display portion 17, and a key 

30 input unit 18. 

[0044] The user's physical information input unit 1 1 
samples user's physical information that input by the 
user. The user's physical information is for example 
voiceprint, fingerprint, physiognomy, or holograph. The 

35 feature extracting portion 12 extracts a feature parame- 
ter that sufficiently represents the feature of the user 
corresponding to the input voiceprint fingerprint, physi- 
ognomy, or holograph from the sampled data In this 
example, the voiceprint is input through a microphone. 

40 The fingerprint is input through a pressure sheet or a 
photoelectric conversion elements of a video camera. 
The physiognomy is input through a video camera. The 
holograph is input through a pressure sheet or a photo- 
electric conversion elements of a video camera 

45 [0045] The signal message transmitting and receiv- 
ing portion 13 transmits and receives a signal message 
to/from the subscriber exchange 2. The encrypting and 
decrypting portion 14 encrypts and decrypts a signal 
message transmitted and received to/from the sub- 

so scriber exchange 2. Thus, the security of data transmit- 
ted and received to/from the subscriber exchange 2 is 
maintained. 

[0046] The transmitter and receiver 15 mutually 
performs an electric signal converting process corre- 
55 sponding to the characteristics of the transmission path 
and a message converting process for an encrypted 
signal message. The display portion 17 of a liquid crys- 
tal device, a light emitting diode or so like displays vari- 
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ous types of information for the user. The key input unit 
18 of a keyboard, a switching device or so like allows the 
user to perform a key inputting operation. 
[0047] The controlling portion 16 sets parameters 
required for the user's physical information input unit 11. s 
the feature extracting portion 12, the signal message 
transmitting and receiving portion 13, the encrypting 
and decrypting portion 14, the transmitter and receiver 
15, the display portion 1 7, and the key input unit 18 and 
controls their operations. 10 
[0048] The subscriber exchange 2 has a transmitter 
and receiver 21, an encrypting and decrypting portion 

22, a signal message transmitting and receiving portion 

23, and a controlling portion 24. 

[0049] The functions of the transmitter and receiver is 
21 and the encrypting and decrypting portion 22 are the 
same as those of the transmitter and receiver 15 and 
the encrypting and decrypting portion 14. The signal 
message transmitting and receiving portion 23 trans- 
mits and receives a signal message between the sub- 20 
scriber terminal unit 1 and the home memory 3. 
[0050] The controlling portion 24 sets parameters 
necessary for the operations of the transmitter and 
receiver 21, the encrypting and decrypting portion 22, 
and the signal message transmitting and receiving por- 26 
tion 23 and controls the operations thereof. 
[0051 ] The home memory 3 has a subscriber data- 
base 31 and a collating and determining portion 32. The 
subscriber database 31 stores data of all subscribers 
who subscribe to the subscriber exchange 2. The sub- 30 
scriber data stored in the subscriber database 31 is for 
example the subscriber number and user's physical 
information (voiceprint, fingerprint, physiognomy, or hol- 
ograph) of each subscriber. 

[0052] The collating and determining portion 32 col- 35 
lates input data with data stored in the home memory 3 
corresponding to the type of subscriber authentication 
information and a feature extracting algorithm and cal- 
culates the similarity thereof. When the obtained simi- 
larity exceeds a predetermined threshold value, the 40 
collating and determining portion 32 determines that the 
user of the subscriber terminal unit 1 is a valid sub- 
scriber. Otherwise, the collating and determining por- 
tion 32 determines that the user of the subscriber 
terminal unit 1 is not a valid subscriber. The collating 46 
and determining portion 32 supplies the result of the 
subscriber authenticating process to the subscriber 
exchange 2. 

[0053] The gateway exchange 4 relays a signal 
message against another subscriber exchange 2. so 
[0054] Next, the operation of the personal commu- 
nication system shown in Fig. 1 will be described. 
[0055] In the drawings that will be described in the 
following, it is supposed that when the position of the 
subscriber terminal unit 1 is registered (the power of the 66 
subscriber terminal unit 1 is turned on) and a call is orig- 
inated and terminated from/to the subscriber terminal 
unit 1. a terminal authenticating process and a signal 



message encrypting process are performed. On the 
other hand, only when the position of the subscriber ter- 
minal unit 1 is registered, a subscriber authenticating 
process is performed. In addition, it is supposed that the 
subscriber terminal unit 1 is present in the service area 
of the network and that a channel of the transmission 
path has been acquired for a signal message for the 
subscriber authenticating process. 
[0056] Fig. 3 shows a state transition of the sub- 
scriber authenticating process. 
[0057] There are three states in the subscriber 
authenticating process. These three states are "sus- 
pend state" at S1 , a "standby state" at S2, and "in-serv- 
ice state" at S3. The initial state is the "suspend state". 
After the subscriber authenticating process has been 
successfully performed, the "standby state" or the "in- 
service state" takes place. When the position of the sub- 
scriber terminal unit 1 is registered at S4, the "suspend 
state" (S1) transits to the "standby state" (S2) at S5. The 
state transition is recorded to all the subscriber terminal 
unit 1, the subscriber exchange 2, and the home mem- 
ory 3. 

[0058] Next with reference to a sequence diagram 
shown in Fig. 4, the operation after the position of the 
subscriber terminal unit has been registered will be 
described. 

[0059] After the position of the subscriber terminal 
unit 1 has been registered, the user of the subscriber 
terminal unit 1 inputs his or her user's physical informa- 
tion at S11. The type of input information (such as 
voiceprint, fingerprint, physiognomy, or holograph) is 
pre-registered as a subscriber database 31 . The user's 
physical information input unit 11 corresponds to the 
type of input information. 

[0060] After the user has input the user's physical 
information, the user dials his or her subscriber number. 
The subscriber terminal unit 1 analyzes the input user's 
physical information at S12 and transmits the analyzed 
result (feature parameter) and the subscriber number 
as a signal message (subscriber authentication state 
change request) to the subscriber exchange 2. The fea- 
ture parameter and the subscriber number are transmit- 
ted to the home memory 3 through the subscriber 
exchange 2. 

[0061] In the home memory 3, the collating and 
determining portion 32 accesses the subscriber data- 
base 31 with the subscriber number. At this point, the 
collating and determining portion 32 collates the input 
data with the registered data corresponding to the type 
of the user's physical information and the feature 
extracting algorithm and calculates the similarity of the 
input data and the registered data as the subscriber 
determining process at S13. When the similarity 
exceeds a predetermined threshold value, the collating 
and determining portion 32 determines that the user of 
the subscriber terminal unit 1 is a valid subscriber and 
transmits a subscriber authentication result (determina- 
tion result OK) to the subscriber exchange 2. 
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[0062] When the subscriber exchange 2 receives 
the subscriber authentication result OK, the subscriber 
exchange 2 transmits the determination result OK to the 
subscriber terminal unit 1. tn addition, the subscriber 
exchange 2 updates position registration informa- 
tion/subscriber authentication state stored in the sub- 
saber database 31 at S14. When the subscriber 
terminal unit 1 receives the determination result OK, the 
subscriber terminal unit 1 updates the stored subscriber 
authentication state to the "standby state" at S15 and 
displays it on the display portion 16. 
[0063] Thereafter, the user of the subscriber termi- 
nal unit 1 is authenticated as a valid subscriber who has 
contacted with the network for the communication serv- 
ice using the subscriber number. At this point, the sub- 
scriber terminal unit 1 , the subscriber exchange 2, and 
the home memory 3 have prepared the communication 
service. In other words, as shown in Fig. 3, the sub- 
scriber terminal unit 1 transits the "standby state" (S2) 
to the "in-service state" (S3) through S7. 
[0064] However, the qualification as the valid sub- 
scrfoer of the user of the subscriber terminal unit 1 is 
expired in the following conditions. As shown in Fig. 6. 
when a term-of -validity expiration state is detected (at 
$61), the subscriber exchange 2 updates the position 
registration information and the subscriber authentica- 
tion state stored in the subscriber database 31 . There- 
after, the subscriber exchange 2 issues a subscriber 
authentication state update command to the subscriber 
terminal unit 1. When the subscriber exchange 2 
receives a response from the subscriber terminal unit 1, 
the subscriber terminal unit 1 transits to the "suspend 
state" (at S62) and displays the state transition on the 
display portion. When the power of the subscriber termi- 
nal unit 1 is turned on, the subscriber exchange 2 per- 
forms the terminal authenticating process (at S63) and 
then the subscriber authenticating process (at S64). 
[0065] In other words, when the subscriber 
exchange 2 detects the continuation of the "standby 
state" for t1. the qualification as the valid subscrber of 
the user of the subscriber terminal unit 1 is expired. 
[0066] After the subscriber exchange 2 has suc- 
cessfully performed the authenticating process, a time 
period t2 (where t2 > t1) has elapsed, and the sub- 
scriber exchange 2 detects the "standby state", the 
qualification as the valid subscriber of the user of the 
subscriber terminal unit 1 is expired. 
[0067] The subscriber exchange 2 transmits the 
subscriber authentication state update command to the 
subscriber terminal unit 1. Thereafter, the subscriber 
terminal unit 1 transits to the "suspend state" (at S62). 
The subscriber exchange 2 completes the service for 
the subscriber. Thereafter, the subscriber terminal unit 1 
updates the authentication state to the "suspend state". 
[0068] When a valid subscriber turns off the power 
of the subscriber terminal unit 1, as shown in Fig. 5, the 
subscriber terminal unit 1 transmits a subscriber 
authentication 6tate update request to the network side. 



In addition, the subscriber terminal unit 1 transits the 
authentication state to the "suspend state" (at S51). 
When the subscriber exchange 2 receives the request, 
the subscriber exchange 2 updates the authentication 

5 state to the "suspend state" and competes the service 
for the subscriber (at S51). After a predetermined time 
period has elapsed, when the power of the subscriber 
terminal unit 1 is turned on. the subscriber exchange 2 
performs the terminal authenticating process (S52) and 

10 the subscriber authenticating process (S53). 

[0069] According to the first embodiment, since the 
subscriber authenticating process is performed with 
user s physical information, the following effects that are 
superior to the conventional processes using a pass- 
es word, an IC card, or the like are obtained. 

[0070] As a first effect the security of the authenti- 
cating process according to the first embodiment is 
higher than that of the conventional processes. In other 
words, a password and information stored in an IC card 

20 can be relatively easily duplicated. When a password or 
an IC card is stolen, the communication network is eas- 
ily accessed. In contrast, since user's physical informa- 
tion is unique to each subscriber, it can be prevented 
from being duplicated. In addition, since user s physical 

25 information is generated corresponding to a large 
amount of information, it is difficult to replicate and steal 
it. Thus, with the authenticating process according to 
the first embodiment, the communication service can be 
securely prevented from being invalid ly accessed. 

30 [0071] As a second effect of the first embodiment, 
the subscriber authenticating process performed by a 
valid subscriber is simple. In other words, when a pass- 
word is used, a subscriber should perform a compli- 
cated operation so as to improve the security. In 

35 addition, a subscriber may forget his or her password 
and the required authenticating operation. In contrast, 
since user's physical information is input with a dedi- 
cated unit, a subscriber can easily perform the authenti- 
cating operation. Thus, according to the first 

40 embodiment of the present invention, both the conven- 
ience and security that are required for a personal com- 
munication can be satisfied at a time. In addition, 
because of the synergism of these effects, the flexibility 
of the communication service can be improved. 

45 

(Second Embodiment) 

[0072] Next, a second embodiment of the present 
invention will be described. According to the second 

so embodiment of the present invention, a plurality of types 
of user's physical information units 1 1 shown in Fig. 2 
are used. These user's physical information units 11 
authenticate a user with a plurality of feature parame- 
ters. In other words, a plurality of user's physical infor- 

55 mation input units 1 1 are disposed corresponding to for 
example voiceprint, fingerprint, and holograph. In addi- 
tion, registered data corresponding to voiceprint, finger- 
print and holograph is stored in the subscriber 
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information database 31. 

[0073] Feature parameters are extracted from a 
plurality of types of user's physical information. The 
extracted feature parameters are transmitted to the sub- 
scriber exchange 2 at a time. The collating and deter- s 
mining portion 32 shown in Fig. 2 determines whether 
or not the user of the subscriber terminal unit 1 is a valid 
subscriber of the network with all the types of feature 
parameters. As the determining method, when the sim- 
ilarity is calculated, the individual feature parameters 10 
are weighted with respective weighting coefficients. The 
sum of the weighted feature parameters is compared 
with a predetermined threshold value. 
[0074] Thus, according to the second embodiment, 
since the feature parameters are weighted with respec- is 
tive weighting coefficients, the determination accuracy 
and security can be further improved. The weighting 
coefficients may be varied corresponding to the type of 
the subscriber terminal unit 1 and the place at which of 
the subscriber terminal unit 1 is used. zo 

(Third Embodiment) 

[0075] Next, a third embodiment of the present 
invention will be described. The basic structure of the 25 
third embodiment is the same as that of each of the first 
and second embodiments. However, the feature param- 
eter extracting method for user's physical information 
according to the third embodiment is different from that 
of each of the first and second embodiments. 30 
[0076] According to the third embodiment, before 
user's physical information is input to the user's physical 
information input unit 1 1 shown in Fig. 2, an operation 
parameter and an algorithm for the feature extracting 
portion 12 are set by the subscriber exchange 2. The 35 
operation parameter and the algorithm are pre-set cor- 
responding to the operational environment such as the 
type of the subscriber terminal unit 1 and the place at 
which the subscriber terminal unit 1 is used. 
[0077] Thus, according to the third embodiment, 40 
since the operation parameter and the algorithm are 
pre-set by the subscriber exchange 2 corresponding to 
the operational environment such as the type of the 
subscriber terminal unit 1 and the place at which the 
subscriber terminal unit 1 is used, the determination 45 
accuracy of voiceprint that is largely affected by the 
operating environment can be more improved. 
[0078] For user's physical information that is less 
affected by the operating environment, the algorithm of 
the feature extracting portion 1 2 shown in Fig. 2 can be so 
randomly selected. For other types of feature informa- 
tion, the feature extracting method can be changed 
whenever the authenticating process is performed. In 
this case, the safety can be further improved. 

SB 

(Fourth Embodiment) 

[0079] Next, a fourth embodiment of the present 



invention will be described. The basic structure of the 
fourth embodiment is the same as that ol the third 
embodiment. However, according to the fourth embodi- 
ment test data of user's physical information is stored in 
the subscriber terminal unit 1. Fig. 7 is a sequence dia- 
gram showing the operation of the network system 
according to the fourth embodiment. As shown in Fig. 7, 
the subscriber terminal unit 1 performs a terminal 
authenticating process (at S71) and then a subscriber 
authenticating process. When the subscriber terminal 
unit 1 starts the subscriber authenticating process, the 
subscriber terminal unit 1 evaluates test data of user's 
physical information and transmits the resultant feature 
parameter (at S72) to the subscriber exchange 2. The 
collating and determining portion 32 calculates an oper- 
ation parameter (at S73) and transmits the operation 
parameter to the subscriber terminal unit 1. Thereafter, 
a subscriber inputs his or her user's physical information 
to the subscriber terminal unit 1. The subscriber termi- 
nal unit 1 executes a feature extracting process (at 
S74). The collating and determining portion 32 com- 
pares the input user's physical information with data 
stored in the subscriber database 31 (at S75). As a 
result, the operation parameter according to the third 
embodiment is set. 

[0080] Thus, according to the fourth embodiment, in 
addition to the effect of the third embodiment, the char- 
acteristic of the user's physical information input unit 1 1 
can be tuned (at S76 and S77). 
[0081] Alternatively, as shown in a sequence dia- 
gram shown in Fig. 8, the operation parameter of the 
subscriber terminal unit 1 may be fixed (at S83). The 
result of the test data can be affected to the determina- 
tion operation parameter of the collating and determin- 
ing portion 32 (at S81 to S87). 

(Fifth Embodiment) 

[0082] Next a fifth embodiment of the present 
invention will be described. According to the fifth 
embodiment of the present invention, noise is removed 
from input user's physical information. Fig. 9 is a 
sequence diagram showing the operation of the net- 
work according to the fifth embodiment. As shown in 
Fig. 9, user's physical information is input several times 
(at S91). By performing an adding and averaging proc- 
ess for sampled data, the noise component is canceled 
(at S92 and S93 to S96). 

[0083] Thus, according to the fifth embodiment, 
since the feature extracting portion 12 evaluates a fea- 
ture parameter using sample data that has been added 
and averaged, the influence of the noise can be sup- 
pressed. Consequently, the determination accuracy is 
improved. 

(Sixth Embodiment) 

[0084] Next a sixth embodiment of the present 
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invention will be described. According to the sixth 
embodiment, the user of the subscriber terminal unit 1 
is not in aposition registered area. Fig. 10 is a block dia- 
gram showing the structure of a personal communica- 
tion system according to the sixth embodiment of the 
present invention. In the personal communication sys- 
tem shown in Fig. 10, a gateway exchange 5 and a 
home memory 6 are added to the system shown in Fig. 
1. 

[0085] The gateway exchange 5 has a controlling 
portion 52 and a signal message transmitting and 
receiving portion 53. The functions of the controlling 
portion 52 and the signal message transmitting and 
receiving portion 53 are the same as the functions of the 
controlling portion 24 and the signal message transmit- 
ting and receiving portion 23 shown in Fig. 2. 
[0086] The home memory 6 has a collating and 
determining portion 62 and a subscriber database 61. 
The functions of the collating and determining portion 
62 and the subscriber database 61 are the same as the 
functions of the collating and determining portion 32 
and the subscriber database 31 shown in Fig. 2. 
[0087] Fig. 11 is a sequence diagram showing the 
operation of the personal communication system 
according to the sixth embodiment of the present inven- 
tion. Referring to Fig. 1 1 , corresponding to a subscriber 
number that is input by a subscriber in the subscriber 
authenticating operation, the position registered area, 
the gateway exchange 5, and the home memory 6 of the 
subscriber are obtained. The subscriber exchange 2 
transmits the subscriber number and a feature parame- 
ter to the home memory 6 through the gateway 
exchange 4, a relaying network, and the gateway 
exchange 5. The collating and determining portion 62 of 
the home memory 6 performs an authenticating proc- 
ess and a determining process in the same manner as 
the first to fifth embodiments (at S111 to S113) and 
transmits the determined result to the subscriber 
exchange 2 (at S1 14 and S115). 
[0088] Thus, even if the user of the subscriber ter- 
minal unit 1 is not in the position registered area, he or 
she can perform the authenticating operation. Thus, the 
personal communication network can be expanded and 
mutually connected to another network. 

(Seventh Embodiment) 

[0089] Next, a seventh embodiment of the present 
invention will be described. According to the seventh 
embodiment, countermeasures against an authenticat- 
ing operation preformed by an unauthorized user who 
pretends a valid subscriber are taken. 
[0090] In other words, a log of the subscriber 
authenticating operation is stored in the subscriber 
database 31 shown in Fig. 2. When the subscriber ter- 
minal unit 1 performs the authenticating process, the 
subscriber terminal unit 1 transmits a terminal identifica- 
tion number and a subscriber number to the collating 



and determining portion 32. The collating and determin- 
ing portion 32 references the log of the history of the 
subscriber number and determines whether or not the 
subscriber authenticating process for the terminal 

5 number has failed successively a predetermined 
number of times. When the determined result is Yes, the 
collating and determining portion 32 immediately trans- 
mits the determined result NG to the subscriber 
exchange 2 so as to prohibit the unauthorized user from 

10 accessing the network. 

[0091] Thus, the subscrtoer exchange 2 prevents 
the unauthorized user from trying to successively per- 
forming the authenticating operation. 

is (Eighth Embodiment) 

[0092] Next, an eighth embodiment of the present 
invention will be described. According to the eighth 
embodiment, even if the subscriber authentication state 

20 of the subscriber terminal unit 1 is in the "suspend 
state", call originations using emergency telephone 
numbers such as "991" can be permitted. Thus, even if 
a user whose is not a valid subscriber of the network, he 
or she can use the subscriber terminal unit 1 as an 

25 emergency communication means. 

[0093] According to the personal communication 
system and the communication method of the present 
invention, the subscriber authenticating process is per- 
formed by extracting at least one type of physical fea- 

30 tures (such as voiceprint. fingerprint, physiognomy, 
and/or holograph) of the user as user's physical infor- 
mation. The extracted physical data is collated with data 
registered in the subscriber databasa Thus, high secu- 
rity and easy user's authenticating operation can be 

35 accomplished at a time. In addition, even if a subscriber 
uses a subscriber terminal unit that does not belong to 
him or her, the subscriber can be authenticated and 
charged. Thus, the reliability of the system is improved. 
[0094] Although the present invention has been 

40 shown and described with respect to a best mode 
embodiment thereof, H should be understood by those 
skilled in the art that the foregoing and various other 
changes, omissions, and additions in the form and 
detail thereof may be made therein without departing 

45 from the spirit and scope of the present invention. 

Claims 

1 . A personal communication system, comprising: 

60 

a subscriber terminal unit for transmitting 
user's physical information; 
a subscriber exchange for receiving the user's 
physical information as a signal message; and 
55 a home memory for collating data stored 

therein with the received user's physical infor- 
mation and determining whether or not the 
user of said subscriber terminal unit is a valid 
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subscriber of the personal communication sys- 
tem. 

2. The personal communication system as set forth in 
claim 1, 5 
wherein said subscriber terminal unit has: 

a user's physical information input unit for sam- 
pling the user's physical information such as 
voiceprint, fingerprint physiognomy, or nolo- 10 
graph that is input by the user; and 
feature extracting means for extracting a fea- 
ture parameter that sufficiently represents the 
feature of the user from the sampled data, 
wherein said subscriber exchange includes: is 
signal message transmitting and receiving 
means for transmitting and receiving a signal 
message between said subscriber terminal unit 
and said home memory, and 
wherein said home memory includes: 20 
a subscriber database for storing data of all 
subscribers of the personal communication 
system; and 

collating and determining means for collating 
the feature parameter with data stored in said 25 
subscriber database in a manner correspond- 
ing to the type of the user's physical information 
and a feature extracting algorithm and calculat- 
ing the similarity of the feature parameter and 
the data stored in said subscriber database. 30 



6. The personal communication system as set forth in 
claim 1 or 2. 

wherein when the user of said subscriber terminal 
unit is a valid subscriber as the determined result of 
the collating and determining process of said collat- 
ing and determining means, said subscriber 
exchange causes the state of said subscriber termi- 
nal unit to transit from a suspend state to a standby 
state and an in-service state. 

7. The personal communication system as set forth in 
claim 6, 

wherein after said subscriber terminal unit has 
been transited to the standby state and the in-serv- 
ice state, when the term of validity of said sub- 
scriber terminal unit is expired, said subscriber 
exchange causes said subscriber terminal unit to 
transit to the suspend state. 

8. The personal communication system as set forth in 
claim 2, 

wherein a plurality of user's physical information 
input units are disposed corresponding to the 
number of types of the user's physical information, 
and 

wherein said collating and determining means 
weights feature parameters with different weighting 
coefficients and compares the sum of the weighted 
feature parameters with a predetermined threshold 
value. 



3. The personal communication system as set forth in 
claim 1 or 2, further comprising: 

encrypting and decrypting means, disposed 35 
between said subscriber terminal unit and said 
subscriber exchange, for encrypting and 
decrypting a signal message transmitted and 
received therebetween. 

40 

4. The personal communication system as set forth in 
claim 2, 

wherein the data for all the subscribers is a sub- 
scriber number and the user's physical information 
of each of the subscribers. 45 

5. The personal communication system as set forth in 
claim 2, 

wherein when the similarity exceeds a predeter- 
mined threshold value, said collating and determin- so 
ing means determines that the user of said 
subscriber terminal unit is a valid subscriber of the 
personal communication system, and 
wherein when the similarity does not exceed the 
predetermined threshold value, said collating and 65 
determining means determines that the user of said 
subscriber terminal unit is not a valid subscriber of 
the personal communication system. 



9. The personal communication system as set forth in 
claim 2, 

wherein said subscriber exchange sets an opera- 
tion parameter and an algorithm to said feature 
extracting means corresponding to the type of said 
subscriber terminal unit and the place at which said 
subscriber terminal unit is used. 

1 0. The personal communication system as set forth in 
claim 9, 

wherein the operation parameter and the algorithm 
are set corresponding to a feature parameter evalu- 
ated against test data. 

1 1 . The personal communication system as set forth in 
claim 2, 

wherein said feature extracting means performs an 
adding and averaging process for a plurality of sam- 
ples of the user's physical information so as to can- 
cel a noise component from the user's physical 
information. 

1 2. The personal communication system as set forth in 
claim 1 or 2, 

wherein a plurality of subscriber exchanges for 
receiving user's physical information are disposed, 
and 
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wherein signal messages are transmitted and 
received between said plurality of subscriber 
exchanges through a gateway exchange. 

1 3. The personal communication system as set forth in s 
claim 2, 

wherein said subscriber database stores a log of 
authentication history of the subscriber, and 
wherein when the subscriber authenticating proc- 
ess has failed successively a predetermined 10 
number of times, said subscriber exchange prohib- 
its said subscriber terminal unit from being used. 

14. The personal communication system as set forth in 
claim 6, is 
wherein when the subscriber authentication state of 
said subscriber terminal unit is in a suspend state, 
said subscriber exchange allows said subscriber 
terminal unit to originate an emergency call. 

20 

15. A personal communication method, comprising the 
steps of: 

(a) transmitting user's physical information; 

(b) receiving the user's physical information as 25 
a signal message; and 

(c) collating data stored therein with the 
received user's physical information and deter- 
mining whether or not the user of said sub- 
scriber terminal unit is a valid subscriber of the 30 
personal communication method. 

1 6. The personal communication method as set forth in 
claim 15. 

wherein step (a) contains the steps of: 35 

(d) sampling the user's physical information 
such as voiceprint, fingerprint, physiognomy, or 
holograph that is input by the user; and 

(e) extracting a feature parameter that suffi- 40 
cientiy represents the feature of the user from 
the sampled data, and 

wherein step (c) contains the steps of: 

(f) storing data of all subscribers; and 

(g) collating the feature parameter with data 45 
stored at step (f) in a manner corresponding to 
the type of the user's physical information and 

a feature extracting algorithm and calculating 
the similarity of the feature parameter and the 
data stored at step (f). so 

1 7. The personal communication method as set forth in 
claim 15, 

wherein each of step (a) and step (b) contains the 
step of: 55 

encrypting and decrypting a signal message 
transmitted and received at step (a) and step 



(b). 

18. The personal communication method as set forth in 
claim 15, 

wherein the data for all the subscribers at step (f) is 
a subscriber number and the user's physical infor- 
mation of each of the subscribers. 

19. The personal communication method as set forth in 
claim 16, 

wherein step (e) contains the steps of: 

when the similarity exceeds a predetermined 
threshold value, determining that the user is a 
valid subscriber; and 

when the similarity does not exceed the prede- 
termined threshold value, determining that the 
user is not a valid subscriber. 

2a The personal communication method as set forth in 
claim 15 or 16, 

wherein step (b) contains the step of 

(h) when the user is a valid subscriber, causing 
a suspend state at step (a) to be transited to a 
standby state and an in-service state. 

21. The personal communication method as set forth in 
claim 20, 

wherein step (h) contains the step of: 

(i) after transited to the standby state and the 
in-service state at step (a), when the term of 
validity of step (a) is expired, causing the state 
at step (a) to be transited to the suspend state. 

22. The personal communication method as set forth in 
claim 16, 

wherein step (d) has a plurality of sampling steps 
corresponding to the number of types of the user's 
physical information, and 
wherein step (e) contains the step of: 

weighting feature parameters with different 
weighting coefficients and comparing the sum 
of the weighted feature parameters with a pre- 
determined threshold value. 

23* The personal communication method as set forth in 
claim 16 or 22, 

wherein step (d) contains the step of: 

(j) when extracting the feature parameter, set- 
ting an operation parameter and an algorithm 
corresponding to the type of step (a) and the 
place at which step (a) is performed. 

24, The personal communication method as set forth in 
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claim 23, 

wherein step Q) contains the step of: 

setting the operation parameter and the algo- 
rithm corresponding to a feature parameter 5 
evaluated against test data. 

25. The personal communication method as set forth in 
claim 16, 

wherein step (g) contains the step of: w 

performing an adding and averaging process 
for a plurality of samples of the user's physical 
information so as to cancel a noise component 
from the user's physical information. is 

26. The personal communication method as set forth in 
claim 16, 

wherein step (b) contains the step of: 

20 

transmitting and receiving a signal message 
between a plurality of subscriber for receiving 
user's physical information through a gateway 
exchange. 

25 

27. The personal communication method as set forth in 
claim 15 or 16, 

wherein step (c) or each of step (f) and step (g) 

contains the step of : storing a log of authentica- 30 
tion history of the subscriber and when the sub- 
scriber authenticating process has failed 
successively a predetermined number of times, 
prohibiting step (a) from being performed. 

35 

28. The personal communication method as set forth in 
claim 21, 

wherein step (i) contains the step of: 

when the subscriber authentication state at to 
step (a) is in a suspend state, allowing an 
emergency call to be originated at step (a). 
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